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"AKNUM MOME BYTU LLAXPAUCTBO

TA AK AOMY NPOTUAQIATU?"

OosioHWK oA poan4yiB BiNCbKOBOMOMOHEHMX,

SHUKMMX 6e3BiCTN YKpaiHLiB, a TaKkoM MypHanicTiB,
aepaBHMX cryxO0BLIB Ta BCiX rpomMaAH i rpoMagAaHoK.
MigrotoBneHunn OdpicoMm OMmbyacmaHa YHKpaiHu cninbHO
3 HauioHanbHO nornidiero YKpaiHn Ta Kibepnoniuieto.
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AKUM MOME BYTH
LUAXPAUCTBO

TA 9K NIOMY
NPOTUOIATU?

ANropuTMun Oin 3axXmMCcTy ONAa pigHMX

MONOHEHUX i 3HMKNKNX 6e3BiCTM yKpaiHUiB,

a TakoM iHdopmauia ona ¥ypHanicTi.,

pepMaBHUX cnyH60BUIB | 3aranom ana KoMHoi | kodHoro
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Odhic Om6yacmaHa Ta Ki6epnoniuia o6’cOHYOTb 3yCcUnnA 3 NPOTUAIT WwaxpancTey
Ha TeMi BinCbKOBOMONOHEHNX Ta 3HMKNNX 6e3BiCTW.

Llen poBigHuk po3noBicTb poau4vyam BiicbkoBononoHeHUx, 3HUKNUX 6e3BicTU
yKpaiHuiB, a Tako XkypHanictam, nep*aBHum cny»k6oBuam i 3aranom koxkHomy 1
koMHin npo Te, AkumM MoXke 6yTU WaxpancTeo Ta Ak oMy npoTuRiATU.

Y HbOMY BU 3HampgeTe iHdopMauito Npo:

LaxpancTBo Ta 3NO4YUHN Hebesneky B3aemonii
woao BincbkoBUx UMBINbHUX i3 NpencTaBHUkamu

i IXHiIX poguH KkpaiHn-arpecopa

OCHOBHIi Kpohun, anropuTMu gin,

Ak He cTatn AKLo ocoba 3Hukna 6e3BicTn
MepTBaMK Waxpais a6o noTpanuna B MosoH
ilnHF B iIHTEPHETI, hakTyekiHr i
BOpOMY NponaraHgy nepeBiphky iHbopmauii



Akum mMoMe 6yTU LWaxpancTBO: CXEeMU Ta NCUXOMOriYHUIN TUCK Ha poauyiB Biv-
CbkoBMX

Laxpai — ue noauv B “no6pin” macui. BoHu 3aBMamn 6yoyTb BUOABATU CBOT BYMHKK
3a gonomory!

Yom ionH1UM ykpaiHcbkKnX BincbKOBUX HE BapTO po3noBckoaMyBaT CBOI Mepco-
HanbHi daHi?

06iuAaTb BKAOYUTK BiNCbKOBONONOHEHUX 00 “cAMNCKIB 06MiHY”, @ HATOMICTb BU-
MaratoTb kowTu

Ak He cTaTun MepTBaMU WaxXpaiB?

Ha npoTtuBary waxpancrey: Aki peanbHi kpokn Oiv ona Toro, wo6 3HanTn 0coby,
3HMkNY 6e3BiCTU 3a 0OCOGAUBUX O6CTaBUH? ANrOPUTM i

Kpokwn Oin, Akwo Bu 3HaeTe, WO Bala pifgHa noavHa nepeéyBae y BOPOMOMY
NONOHI

LLle oonH Kpok ona nowyky 3Hnknumx 6e3BicTu: ineHTUdiKkauia ocobu Yepes poTo
Ak Bin6yBaeTbeA ineHTUdiKkauia ocobu Yepes HoTo? BUMOru Ta npasmna

HomyHikauifa 3 POCINCbKOK CTOPOHO, AK OOMH i3 MexaHi3MiB OnA Nowyky 3HK-
knux 6e3BicTun

HKyon 3BepTatuca PigHWM, Yni 61In3bki — He3aKOHHO 3aTPMMaHi UMBINbHI B PP a6o
Ha TOT?

06iuaTb oepaBHi NOCNYrn, a BUMaHIOKTb rPoLi: “PilINHE B iIHTEPHETI”

MponaeaB 6a3n gaHUX TUCAY KOPUCTyBaYiB: noniuercbki OHINPONeTPOBLWMNHM 3a-
Tpumanu xakepa

AHK 3aXUCTUTM CBOI NepcoHanbHi gaHi Big KiGep3noYmnHLuiB?

Llle oonH Npuknag waxpancrsea: nofilencbki MUTOMUPLUNMHW OFONOCUAN Nigo3pYy
0CO06i, Aka HaMmnBanacA Ha 0ONOMO3i MOpPaHeHVM BOiHaAM

TBOIO LWaxpaiB

Owlykanu BincbkoBUX Ha 46 MiNbNOHIB rPMBEHb: BUKPUTO 3NOYNUHHE YrpynoBaHHA

Ak nepeBipnTM GNarodinHMi doHO Ta rpoMaacbky opraHisauito?

MpoekT “Brama”: npoTtunaifa iHTepHeT-derkam Ta Bopokin nponaraHmi

Okpemi pekomeHpauii — e nepeBipka iHpopmMaLii Ta dakTyekiHr



cxemMu Ta ncuxornoriyHuim Tuck Ha poaudis BincbkoBux

Yepes cBil eMoUinHUA cTaH i BaMkKi ¥MUTTEBI 06CTaBUHU YNEHU poauH BilCbKOBO-
NONOHEHUX i 3HMKNNX 6e3BicTU, a Tako He3aKOHHO 3aTPUMaHMX UMUBINIBHUX OCI6,
HeoOHOpPa3oBO cTalTh ¥epTBamMu pisHOro pony 3noBMuUcHUkiB.

Bynab-aka Tema mMoM<e cTaT OCHOBOIO ANA WaxpahicTea.

Ona Toro, wWo6 BMMAHUTK iHOpPMaLUilo Ta rpowi, Hego6pPoOCOoBICHI oco6un BUKO-
PUCTOBYIOTb NCUXONOTiYHUIA TUCK | MaHinynauii.

HKaTteropifa pigHuUX BilicbKOoBUX nNpuBepTae yBary waxpais, TOMY WO Poauyi Nono-
HeHnX i 3HMkNnX 6e3BicTU nepeéyBaloTb Yy BUcOkin emMouiHin Hanpysi, cTpeci Ta
MOCTINHO roTOBI OiATW, abn NOBEPHYTU CBOIX pigHUX gogomy. Came umm KopucTty-
lI0TbCA 3NOBMUCHUKKM, a TakoM npenctaBHMKK KpaiHu-arpecopa 3agnfa OTPUMAaHHA
LiHHOI oNnAa HUX iHopMaLii.

Pocia — ue Bopoka kpaiHa, Aka ona gocArHeHHA CBOIX arpeCcmnBHUX Linen He rpebye
6yob-aknmn cnocobamu, 3okpema sukopucrosye emouii pigHux ykpaiHcbkux Boi-
HiB i He3akoHHO No36aBneHux Boni Pociero LUBINbHUX OS1A TOrO, LWO6:

pecra6inisyBaTtu cuTyauito BcepeauHi kpaiHm Ta nigipsaTtu goBipy oo nepas-
HUX OpraHiB BNagm;

3i6patu paHi npo 3axucHukiB i 3axMCHULUb, BINCbKOBI YaCTUHM Y CBOIX BOEHHUX
uinax.

OKkpim TOro, YyncneHHi Telegram-kaHanu, iHdop-
MaLifHi pecypcu cTBOpeHi pocincbknmu cnew-
cny6amm a6o wWwaxpaaMu ANA MaHinynauin.
MpoTe, konn y Bopora 3'ABNAKTbCA OCOBGUCTI
paHi npo ykpaiHcbknx BiNCbKOBMX Ta YneHiB ix-
HiX POAMH, TO 3BINbHATK U0 NtoauHy M BHKpan
HeBWUrigHo, agxe Todoi MOMNMBICTE MaHinynoBa-
TV 6nnN3bknmm 3HMKNKX Byne BTpayeHa.

Mapis: Bigomi HenooguHoKi
3HalLna cBoro Yonosika -

R B BMnagky, Konu npouec Wopo 3BiNbHEHHA
M n , 1979 -

Fahor e AN hoeTAERn TOro 4u iHWOro 060poHUA GYyB Nepepsa-

RxerNA Y poci ¢ - ,

o ey HUI, Ak TiNbky y Bopora 3'ABUNAcCA MOM-
i oo A1350, NUBICTb BNAMBATU Ha 6nu3bkKx Lboro 3a-

B oco6ucTi Binnpasnto

Bam nocunanHs. XUCHMKa 41 3axmcHUUIi, BUMaraTu Big HUX
neBHUX AiN. Bigpasdy Taka ntogmHa Ha 06-
MiH 3HMKana 3i cnuckis, aki nogasana P®.

Mapis: 4
He 3Halo, HixTO He pae

BiANOBiAi Ha Le 3anuTaHHs!

MM 4eKaEMO 1Oro NMoBEPHEHHS,

A061BAEMOCA TOrO, WOG oro

BKIIOYNNN Y CINCKuN!




BoHu 3aB¥aun 6yayTb BMAaBaTu cBoOi BY4MHKKM 3a ponomory!

3aranom waxpai Moy Tb NpeacTaBNATUCA:
BOJIOHTEpaMu;
MypHanictamu;
npencTtaBHMkamuy gep»aBHUX OpraHiBs;
npencTtaBHukamu kpaiHn-arpecopku;
iHWKMK oco6amu.

BOHWM 06iLAOTb CNPUATU 3BINbHEHHIO, OpraHidyBaTn TenedoHHY po3MOoBY abo Ha-
paTtn iHdopmauito nNpo 6nmabky noanHy. 3agna Takoi “KopucHoi”, a Hacnpasgi
3M1I04UHHOIT UiNi, BOHN BUMNUTYIOTb nepcoHanbHi Ta
koHTakTHIi paHi BicbkoBux, 3okpema MIB, HaMMeHyBaHHA BiNcbkoBOi YacTuHW/
nigpo3pniny, BicbkoBe 3BaHHA, cTaTyc BincbkoBoro, a Tako iHdopmauiio npo
6aHkiBcbki kapThkn, poTto npokymeHTiB TOLLO.

TakoM He moMHa posnoscrogMyBaTu:

nosuuito, koopguHaT micueBocTi (y T.4. ¢pOTO 4M Bigeo), Ha Akin 3HMK 6e3BicTKn
a6o noTpanmne 0O NOMOHY BincbkoBocnyM6oBeLb, MiCUA MOro nepemMilleHHA 0o Mo-
MEHTY 3HUKHEeHHA, BiNnCbkoBY cneuianbHiCTb;

agpecy npoMuBaHHA, CiMeMHUNA cTaH (HaABHICTb MarioniTHIX/HENOBHONITHIX Oi-
Teln Towo), age 3a3Ha4vyeHol iHopMmalieto MoMe ckopucTaTmca Bopor, Wo MoMe
npu3BecTn 00 nopjanblimx waxpancbknx ain a6o Tucky Ha BincbkoBocnyx60BLA,
Aknn nepebyBac y NOSOHI.

Lito iHdpopmauiro y ¥opHoMy pasi He moMHa HapaBaTyU CTOPOHHIM i He ne-
peBipeHUM oco6am! Ivwe npeactaBHMkam odilinHUX aepxaBHUX OpraHiB
Bnagu.




4YOMY PIOQHUM YHKPAIHCbKUX BIMCbKOBUX
HE BAPTO PO3MOBCIOAMYBATHU
CBOI MEPCOHAIDbHI OAHI?

= LWo6 3axMcTUTKU cebe Bif WaxpancTea.
= [AnA 36epedeHHA NpaBa Ha NPUBATHICTb.

= Po3sronolweHHA NeBHOI iHpopMmauii MoXe npmM3BecTn [0 HeNpUeEMHUX Hacnipkis,
3okpema pna camoro BincbkoBoro, Moro pigHMX ocié, noéparumis.

B yMoBax BOEHHOro CTaHy OCO6nMBO BaiNMBO [OTPMMYBATUCb YMHHOro 3akoHo-
paBcTBa YkpaiHu i He ny6nikyBaTu gaHux, aki moXyTb npAMo 4u onocepepnkoBaHoO
sawkoguTu BinicbkoBocny60BLI0, Aknii 3HMk 6e3BicTM a60 NOTpPanuB A0 MONIOHY
kpaiHM-arpecopa Ta 4JeHaM ixHix cimen!

Lllaxpai BigcTexsyoTb MNoBigOMIIEHHA POoAuYiB BiMCbKOBOMOMOHEHUX Yy coLU-
mepeMiax. TakoMd« 3MoBMUCHUKNM MOMiyTb BukopuctoByBaTtu enkoBi o611i-
koBi 3anvcu gepMiaBHMX opraHiB abo MiMiHapoOHWX opraHidauyii onAa Buma-
HIOBaHHA rpowen y poaudiB norioHeHux. Mam’aTanTe, Wo gepMiaBHi opraHu
Ta OQiliriHi BOMOHTEPCbKi opraHidauii He BuMararoTb ornfiatyh 3a HapgaHHA
iHpopmauii 4n gonomory”, — roBopuUTb HadanbHUk OenapTameHTy kibepno-
niuii HauioHanbHOI noniuii YkpaiHn, reHepan noniuii TpeTboro paHry HKpin
Buxopeub.
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Valentinéé:

3ppacTsyiiTe, fanuHa! ¥V MeHs
€CTb BEAOMOCTM MPO BaLIOro

my>xa, Mpuropus Ny6Gapuesa. '

Ecnu Bam WHTEpPeCHO — nulimTe. H

[ BAMIMEO! LWo6 He cTaTu »epTBOIO 3110~

Oo6puin aeHb! 3BiCHO, LikaBo. .

LLo ANA UBOro NOTPIEHO? BMWUCHMKIB, HE BapTo 3anuwaTn nepco-

HanbHi OaHi, BiGOMOCTI nMpo 3axucHukie

ki i 3axncHuub YkpaiHn a6o 6ynb-aky KOH-
YT06 5 yBEPUNCSH, YTO Bbl — . .o . .
TOT Yenosek, HanuLLTe Boe digeHuinHy iHdopmalito Ha BopoMMx
BEOOMOoCTH Npo Mpuropus .
(Rary poxert, e o onan iHTepHeT-pecypcax, Telegram-kaHanax,
S Facebook-cTopiHkax, yaT-60Tax.

Fanuna:

Miit YonoBik Mpuropin
BikTopoBuY Jly6aHLeB
NoTpanue y MOMOH y nepLmit
AEHb BiNHN Ha XePCOHCbKOMY
Hanpsmky. BiH nepe6ysae

V BIACbKOBIA YacTuHi A7788.
[ata HapopKeHHs: 18.09.1989.

V nonoHi nepe6ysae
3 4 KBITHS 2022 POKY.

Valentinéé:

Bce cosnapaet. Mory Bam

NPeanoXxuTs oo Ballero

MyXXa 3a OTLeNbHYIO nnary. 6
Bbl cornataetecb?




Mepenik niopen, Aki € y peectpax ykpaiHcbKOi CTOpOHM Ta o6rnikoBytoTbcA AK
3HMKNI 6e3BiCTU 32 0CO6NMBUX O6CTaBVH, NepenaroTbCcA pocincbkii cTOpoHi AnsA
NOBEPHEHHA 4Yepes npoLuec o6MiHy a6o penaTpiauii.

“YapiBHoro” o6miHHoro cnucky, 0o skoro noTpi6HO nopgaTtu iHdopMmaLito Npo KoH-
kpeTHoro BincekoBocny¥60BLA, HeMaE!

Ctatuctmka nokasye: 40% nopen, cepepn YCixX NOBEepHYTUX i3 MONOHY, —
ue came oco6u, aki sBaskanuca sHuknumm 6e3ssictu!

o«

Liboro poky Cny»6a 6e3neku YkpaiHu Bukpuna Husky oci6, aki BumaHioBanm
rpouwi B poauH BincekoBmx. BigonosigHy iHdopMaLito BigoMcTBO Ny6nikyBano
B cebe Ha caunTi.

Cepep, Takmx — B’A3eHb MUTOMMPCLKOT BMNpaBHOI YyCTaHOBU, AKNUA BUARYPIO-
BaB rpoui B poaunyiB ykpaiHcbkux BincbkoBux. BiH 3HaxoauB y iHTEPHETI po-
ondiB 6inuis 3CY, Aki noTpanunn B NofnoH ato 3Huknm 6e3sicTu, TenedoHy-
BaB iM Ta 3a rpowi o6iuas BigwykaTtn i noBepHYTU iXHiX pigHMX gogomy. Iig
Yac Takux po3MoB B’A3eHb NpencTaBnABCcA yYacHMKkom “nowykoBoi rpynn” i
BMXBanABcA “NoTpiGHUMN” 3B’A3kamMu.

BapTicTb “nocnyr” waxpaa ctaHoBuna Big 5 Ao 55 TucAY rpuBeHb. Cyma
3anexkana Big nnatocnpoMoxHOCTI noTepninoro. BCTaHOBMEHO, WO rpoLui
nepepaxoByBanu Ha 6aHkiBcbki KapTkn noro cnieBkamepHukiB i cninbHMKIB
“Ha Boni”. Cepen HUX Bynu NOro MaTip Ta UMBinbHa OpyMmnHa.



https://ssu.gov.ua/novyny/sbu-vykryla-viaznia-zhytomyrskoi-vypravnoi-ustanovy-yakyi-vyduriuvav-hroshi-u-rodychiv-ukrainskykh-viiskovykh

o«

TakoM Cnykb6a 6e3nekn YkpaiHu saTpumana oci6é, aki BugyproBanu rpowui
B poaundiB ykpaiHcbkunx BincbkoBONoONoHeHUX, 06iuA04YN O6MIH.

Oinkyn Bumaranm 60 Tucay ponapiBe CLUA B poguyiB gBOX NOJIOHEHUX BOIHIB
3CY. dirypaHTN o6iuanm nepepaTy rpowi y4acHmkam okynauinHmMx yrpyno-
BaHb P® ona BKNtoYeHHA BiNCbKkOBONONOHEHNX A0 “cnnckiB o6MiHYy”.

3a HaABHUMU gaHMMuM CBY, anoBMUCHUKKM manu 3B’°A3kK cepepn 6omnoBukiB Ta
AUCTaHUiHO oTpuMyBanu Big HUX iHcopmMauio npo ykpaiHCcbkux nosnoHe-
HuX. MNpun LbOoMy NoBepTaTh BOIHIB 3CY gooomy y4acHuku “cxemmn” He 36mupa-
nuce. Ona nepekoHNMBOCTI npu cninlkyBaHHiI 3 poandYyamMmmn nNonoHeHux ykpa-
THCbKMX 6inuiB Waxpai BuagaBann cete 3a CniBpo6iTHUKIB NPaBOOXOPOHHUX
opraHis.



https://ssu.gov.ua/novyny/sbu-zatrymala-dilkiv-yaki-vyduriuvaly-hroshi-u-rodychiv-ukrainskykh-viiskovopolonenykh-obitsiaiuchy-obmin

Oo6meunTn ny6nikyBaHHA NnepcoHanbHUX AaHUX (Ak cBoiXx, Tak i Biicbko-
BUX, 3HNKNNX 6e3BiCTN a6o Aki NOTpanunm B NOSOH) y coumeperkax.

He poBipATM CTOPOHHIM oco6am, AkUX BM He 3HaeTte. lMepeBipATHU Bce
cninkyBaHHA Ta 3BepTaTUCA Nuwe 0o odiuinHux gepxaBHNUX OPraHiB.

MepesBipka pgMepena iHbopmauii

3aBMOmn 3’ACOBYNTE, XTO caMe 3BepTaeTbCA OO0 Bac i3 npornosuvuieto porno-
MoOru. 3BepTanTe yBary Ha HafinHi gxepena iHpopmauii, Taki ak odiuin-
Hi canTun gepiaBHMX YyCTAaHOB a6o nepeBipeHi opraHisauii, Aki 3anmaroTbcA
MUTaHHAMM 3BiNTbHEHHA BiNCbKOBOMONTIOHEHUX.

3axXUCT 0COBUCTUX AAHUX

Hikonn He nepepaBanTe HKOHMIOEHUINHI paHi He3HanomuAm. YHukan-
Te pPo3KpUTTA MepcoHaNnbHOI iHpopMalii y couianbHUX MepeMax, HaBiTb
Yy NpUBaTHUX NOBIOOMMEHHAX.

CyMHIiBHI npono3uuii

ByobTe o6epedHMMU 3 Byab-Aknmun dbiHaHCOBMMU MPono3unuiamm, Noe’Asa-
HUMM 3 “BU3BOSIEHHAM” 4uM “gonomoroto”. Nam’aTanTe, Wo gep»aBHi opra-
HW Ta odpilinHi BONOHTepCbki opraHisauii He BUMaratroTb onnaTty 3a HagaH-
HA iHdbopMaUii 41 gonomory.

3BepTanTeca [0 NPaBOOXOPOHLIB

AKWOo BM MiQO3plOETE, WO CTanu MMepTBOK OHMaWH-Laxpan-
CTBa, HeramHo 3BepTanmTecA OO Hibeprnoniuii 3a mocunaHHAM

ticket.cyberpolice.gov.ua
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Aaki peanbHi kpoku gin, gna Toro, Wo6 3HaNTU 0CO6Y,
3HMkny 6e3BiCTU 32 OCOGMNBUX OGCTABUH?

Akwo npunwno cnosiweHHA Big TUK Ta CMN, wo 3axucHuk a6o 3axmcHMuUA 3HMknun
6e3BiCTH 3a 0COGNMBUX O6CTAaBMUH, NOTPIGHO:

AisHaTucb ocTaHHE Micue nepe6GyBaHHA BOiHA Ta 06CTaBUHU 3HUKHEHHA.

He poanoBctogMyinTe Ta He nNy6nikynTe B couianbHUX MepeMax
CBIiTNMHKN 3axuUcHMKa i 3axucHuui y BincbkoBin dopmi, Nnokauito 0CTaHHbOro
MicuA nepebyBaHHA (3HMKHEHHA), HOMEepP BINCbLKOBOT YacTuHW. Taki gii mo-
MyTb HawkoonTn y Bunagky nepexoByBaHHA YM NOTPaNaAHHA B MNOMOH, a Ta-
koM ui gaHi moxyTb BUkopucTatu waxpai.

3BepHyTUCcA Ao HauioHanbHOi noniuii YkpaiHm i3 3aaBot0 Npo po3wyk ocobu,
3HUHKNOI 6€3BiCTN 3a OCO6NNBUX O6CTaBUH.

Cnoci6é noaaHHA 3aABuU:
Ha TenedoH 102 (4inogo60B0);
6e3rnocepenHe 3BEPHEHHA OO TepuTopianbHOro Nigpo3niny nosniuii.

Y 3anaBi BKasyeTbcA Bigpoma 3aaBHUKY iHdopmauia wono 3axncHuka 4m 3a-
XUCHULi: O6CTaBMHN MicLA nepebyBaHHA, 0CO6NMBI NpMkMeTn (TaTytoBaHHA,
wpamMu, NiPCUHr TOLWO), pedi, Aki NoanHa morna matu 3 co6oto (MOo6GiNnbHUN
TenedoH, ookymeHTn, npukpacn). Takok HanénnkK4nm pogmd mae spaTum Gio-
norivHi spasku gna nopisHAHHA AHK-npodiniB (6e3koWTOBHO).

OTpuMmanTe BUTAr 3 EQMHOrO peecTpy AOCYAOBUX po3chifgyBaHb, Ae 6yne 3a-
3Ha4veHo MIB cnipgyoro y kpumiHanbHOMYy npoBapMeHHi (BignoBigHO OO CT. 214 KMHK
YHkpaiHu BipomMocTi BHOCATbCA 0o EPOP He ni3Hilwe 24 roguH nicna nogaHHA 3aaBu).

BinomocTi, 3a3Ha4eHi B 3aABi Npo po3wyk oco6un, 3HMkNoi 6e3BicTn 3a oco6nun-
BMX O6CTaBMH, NiANAraloTb BHECEHHIO 4O EAMHOIrO peecTpy oci6 3HMknux 6esBicTH
3a 0CO6NMMBUX O6CTaBUH.

Oani 3apeectpynTtecb B “Oco6ucrtomy kabiHeTi” HoopanHa-
UiHOro wTtaéy 3 NMTaHb NoBOAMEHHSA 3 BINCbKOBOMONOHEHNMMN.
MponwosLlKn Bepudikauito 3aaskn, HaganTe BCIO HaABHY y Bac S——
iHcbopmauito npo 3HuMkny oco6y B po3aini “Hapgatn popnatkoBy
iHcdbopmauito”.

cabinet.koordshtab.gov.ua
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Micna nopadi cratyc 3aaBku Ta o6nikoBy kaTeropito 3HMknoi oco6u moxHa Big-
ctedkyBaTtn B “Oco6ucromy kaGiHeTi” 3aABHMKA Ta, 3a HEOGXIQHOCTI, OTPUMYyBaTKU
OHNanH-KoHcynbTauii Bio KoopauHauinHOro wTady 3 NMTaHb NOBOOMKEHHA 3 Bil-
cbkoBOMONMOHEHNMM.

Okpemo BapToO 3BepHyTUCA 00 O6€gHaHOro UeHTpy 3 koopguHauii nowyky Ta
3BiflbHEHHA BiINCbKOBOMONOHEHNX, HE3aKOHHO MNO36aBfieHUX BOMi OCiI6 BHacnigok
arpecii npotn Ykpainn npu Cny»6i 6e3nekn YkpaiHn (AKLWO € paHi Npo MMoBipHe
noTpannAaHHA B MOMAOH) Ta HauioHanbHoro iHdopmauiiHoro 6opo.

KoHTakTn KoopauHauiiHoro wTaéy
3 NUTaHb NOBOAMNEHHA 3 BinCbKOBONONOHEHUMM:

0 800 300 529

koord@gur.gov.ua

KoHTakTn O6’egHaHoOro ueHTpy 3 koopauHauii nowyky Ta
3BiNIlbHeHHA BilcbkoBononoHeHnUx, He3akoHHO No36aBneHnx Bosi ocié
BHacnipok arpecii npotu YkpaiHu npu Cny»6i 6e3nekn YkpaiHu:
044 32111 21

098 32111 21
(gna nosigomneHsb y Viber, WhatsApp)

067 650 83 32
(gna nosigomreHb B Telegram)

united_center@ssu.gov.ua

KoHTakTn HauioHanbHOro iHchopmaulinHoro 60po:

16 48

*BignoBigHO 0o iHopmauii KLLUMNMB

1



akwo Bu 3HaeTe, WO Bawa pigHa nognHa
nepe6yBac y BOpoOMYy NONOHi

Akwo npunwno cnosiweHHA Big TUK Ta CM npo notpannAaHHA 3axucHuka aéo 3a-
XWUCHMLUI B NOJIOH, NOTPi6GHO:

MopaTu 3anaBy wWopo 6e3BicTM 3HUKNUX rpomapAH, IXHbOro BuKpageHHA a6o
noTpannAHHA Yy MONMOH A0 BiANOBIAHOro TeputopianbHOro opraHy HauioHanbHOT
noniuii YkpaiHm (AKLLO LbOro we He 3po6IieHo).

3adikcyBaTu peecTpaudiiHMin Homep 3aABM Ta Yy NopanbloMy oOTpuMma-
TN KoHTaKkTHMIA Homep cnigyoro Ta BUTAr 3 EPAP. 3a koMHUM doaKkTOM 3HUMKHEH-
HA, BUkpageHHA abo MOoTpaniAHHA Yy MOSIOH OpraHOM OOCY[OBOro po3CcnifyBaHHA
BioKkpmnBaeTbCA KpumiHanbHe npoBapMeHHA. Tak, BapTO HanwucaTu 3aABy NPO BU-
3HaHHA B AKOCTI MoTepninoro AnA HabyTTA npouecyanbHUX rnpasB Yy KpuMiHanbHOMY
npoBagMeHHi.

Hapani BapTto 3patu 6ionoriyHui 3pa3ok pna BmBepeHHA OHK-npodinto. 3paskun
BigGuMpatoTbCcA y GionorivHux 6atbkiB abo Aiten 3HMknoi oco6um (anAa Lboro Heo6xia-
HO MaTu Npu Co6i NacnopT Ta CBIOAOUTBO NPO HAPOOKEeHHA OUTUHN).

MicnAa uboro sapTo yBiNTU B “Oco6ucTtuinn ka6iHet” KooppauHauinHoOro wwTaéy
3 NuTaHb nosofaMeHHsA 3 BincbkoBONoNnoHeHMMHU Ta NogaTuy 3aABYy NMPo NnepedyBaHHA
Y MOMOHI a60 3HMKHEHHA 6€3BICTU 3axXNCHMKA Y1 3aXMUCHUL.

MNokpokoBa BineoiHcTpykUia, Ak yBiiTu B “Ocobuctui kabiHet”
youtube.com/playlist?list=PLOVUIFEr3ZMTTBLJmWOoHt_RolwhKzBnQ5

Micna nopgadyi 3aABM ii cTaTyc MoMiHa BigcTedyBaTn B oco6ucTtomy kaGiHeTi 3asaB-
Huka Ta, 3a Heo6XiOHOCTI, OTPUMYyBaTU OHNanH-KoHcynbTadii Big HoopanHaLuinHOro
WTady 3 NMTaHb NoBoaMeHHA 3 BiNCbKOBOMOMOHEHUMMN.

Bynob-Aaki HOBI BiQOMOCTI Wo[o0 BiNCbKOBOMOMOHEHOrO Chif BHO-
CUTU B oco6mucTtomy kabiHeTi HoopanHauinHoro wtaéy B po3aini “Aopatkosa
iHcbopmauia”, a Tako HagaBaTu cnigyomy, AkMA Bede cnpasy.

cabinet.koordshtab.gov.ua
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HauioHanbHoro iHbopmauiiHoro 60po:

16 48

O6’egHaHoro ueHTpy 3 koopauHauii nowyky Ta 3BinbHeHHA
BiicbkoBononoHeHnx, He3akoHHO No36aBreHnxX BoOni oci6é
BHacnipok arpecii npotu Ykpaiiu npu Cny»6i 6e3nekn YkpaiHu:

044 32111 21

098 321 11 21
(gna nosigomneHsb y Viber, WhatsApp)

067 650 83 32
(gna nosigomrieHb B Telegram)

united_center@ssu.gov.ua
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Blopo LleHTpanbHOro areHTcTBa
MixkHapopgHoro KHomitety YepBoHOro XpecTta 3 po3wyky
AnAa midHapogHoro 36ponHoro koHdnikty B YkpaiHi (Bropo LLAP):

GOM/)&
VNG

0 800 300 155
HKYI_tracing_services@icrc.org
Blopo Moxke 3BepHyTUCA 00 ypARy oepaBu-arpecopa i3 3anntom

LL,oAo BCTaHOBMEHHA O0Mi MOMOHEHOro Ta i3 3anNnMToM Ha OTPUMaH-
HA OOCTYMNY A0 HLOMO B MiCLLi yTPUMaHHA.

IHopMauito wogo Toro, Ak CTBOPUTM 3annUT MOMHaA 3HaANTU
3a nocunaHHAM blogs.icrc.org/ua/2024/02/missing/poshuk-znykli-

bezvisty-chervoniy-hrest-2022
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Po60o40i rpynu OOH
3 HacunbHUUbkNX a60 HepOG6POBINIbHUX 3HUKHEHDb:

7>

Po6o4a rpyna pobutb odilinHe 3BepHEeHHA 00 ypAny aepxkaBu-
L5 arpecopa (y ubomy Bunagky — Pocii) 3 Bumoroto HapgaTtun iHGoOp-
Mauito nNpo Baworo poguya Ak npo 3HMkny ocoby. IHdopmauito
(O wono Toro, Ak cTBOPUTUM 3annUT MOMHa 3HaWTW 3a NOCUNAHHAM
koordshtab.gov.ua/contact-un

Y pasi BuABNeHHA MaTepianiB 4M B pas3i HapxogdseHHA 6yab-akoi iHdopmauii
wopno nonoHeHoro (tenecdoHHUn A3BiHOK, nucT, iHdopmauia Big csigkiB) ii no-
TPi6GHO NOBIAOMMUTHK Clig4YoOMYy, MoOaTh Yepes oco6UCTU kabiHeT KoopamHauinHoro
wTaby Ta Hagatn oo MKYX Ta Po6040i rpynu 3 HaCUbHULBKMX YN HEOQO6POBINBHUX
3HUKHEHD.

Oep¥aBHUM opraHom, Akun 3giACHIOE NMOBHOBaM<eHHA LWWOA[RO
3BifIbHEHHA MOJIOHEHUX 0GOpPOHLiIB YKpaiHM, € KoopaUHaLUiNHMIA WTa6 3 Nu-
TaHb noBopM¥eHHA 3 BilicbkoBononoHeHMMU, 3 Akum YnoBHoBaMeHUN Bep-
XOBHOiT Pagu YkpaiHu 3 npas NOgUHN Ta BU3HA4YeHi NnocapoBi oco6M B3aEMoO-
RilOTb WOAHA 3aANA NoBepHeHHA aepMaBoro-arpecopom yKkpaiHuis pogomy.

Min 4ac nepemoBHoOro npouecy kpaiHi-arpecopy HapaloTbCA BifOMOCTI
npo BCix 6e3 BUKNIO4YeHHA NONIOHEeHUX Ta 6e3BicTn 3HUKNUX oci6.

OKpim uboro, y 3B’A3ky 3 nopyleHHAM Pocieto MeHeBcbkoi KOHBeHLiT Npo MoBo-
pMeHHA 3 BiNcbKOBOMONMOHEHMMUM BaXNMBO HaronocuTtu, Wo OmeyacmaH YkpaiHu
AmuTtpo Jy6iHeub NOCTINHO 3BepTa€e yBary KOMMNEeTeHTHUX opraHis pepHsaBHOT
Bnapu YkpaiHu, miXkHapopgHoi cninbHOTM Ta MiXkHapogHuX opradisauin Ha nopy-
WweHHA KpaiHoto-arpecopomM BMMOI Mi¥HaApOOHOro ryMmaHiTapHoro npasa wono Bin-
CbKOBOMOMOHEHUX.

3a koMiHM rnoBigOMAEHHAM OO0 HEeryMaHHOro craBfeHHA go BiricbkoBomno-
JIOHEHUX, MOopYLUEHHA CTOCOBHO HUWX roroMieHb MeHeBcbkoi KOHBeHUii npo
noBofM«eHHA 3 BiricbKkOBOMOIOHEHUMUN CHEpPOBYOTLCA NNCTK [O OpraHisadil
O6’cgHaHux Hauin, MidHapogHoro HomiteTy YepBoHoro Xpecta Ta iHLUMX
BigoMCTB”, — roBopuTb OM6yAcMaH YkpaiHu AAMuTpo JlyGiHeLb.

TakoM nicnA noBepHeHHA 3axncHUKiB i 3axncHuub YkpaiHu 3 nonoHy Odic Omeéya-
CMaHa npoBoAUTb IXHE ONUTYBaHHA Ta hikcye cBigYeHHA WOQO0 YMOB YyTpUMaH-
HA, NOBOOMEHHA 3 HUMMW, Yy TOMY YUCIHi 3aCTOCyBaHHA TOPTYpP, HaOaHHA iM MOMun-
BOCTiI MOBIQOMMIATU MpPO cebe pigHMUM Towo. Taki gaHi Hagani, 3a HaABHOCTI O3Hak
BOEHHUX 3J104MHIB, ckepoByloTbca Ao Odicy MeHepanbHoro npokypopa, a Takod
BUCBITNIOOTLCA Nif Yac MiMHapoaHoOI AianbHOCTI YnoBHOBaMeHOro BepxoBHOiT Pagou
YKpaiHu 3 npas NoguHN.
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ineHTUdikauia ocoéu yepes cpoto

Akwo Bn notpebyeTte gonomoru, 3okpema 3 nowyky 3HMknoro 6e3BicT 060POH-
ua YkpaiHn a6o noro igeHTUdikauii y NonoHi — 3BeptanTecsa nuwie Ao aepras-
HUX opraHiB Bnagu.

Odbic OmByacMaHa CBOIMU cunamMmm HamaraeTbCA 3HaNTU WINAXK, WO6 Bepudikysatn
paHi Npo 3HMkNnx 6e3BiCTU OCi6, a TakoM iHpopmauito, oTpuMaHy Bif IXHiIX 6NN3b-
kux (To6TO hOTO Ta Bigeo 3 HeodiLiMHUX OMepen). 3okpema, 6yB nignucaHun Me-
MopaHaym 3 KHIOICE, y medax akoro npoesoaATb ekcnepTHi pocnigMeHHA ona ineH-
Tudikauii no doTo Ta Bigeo.

MposeneHo maiide 80 ekcnepTHUx pocnipdeHb 3 METO OTOTOMHEHHA 0Cco6u
3a 0o3Hakamm 30BHILLHOCTI.

3a pesynbTaTamu oTpumMaHoO 52 BUCHOBKM 3a AkumK igeHTudikoBaHO (MMOBIPHO
ineHTUdikoBaHo) 0Ci6 3HMKkNNX 6e3BiCTM 3a OCOBNNUBUX OBCTABUH | MONTOHEHNX.

HKoHcynbTauinHun BUcHOBOk ekcnepta moMe 6yTn B3ATUM 0O Bigpoma cnig-
4nm abo cTaTu NigcTaBolo ONA NPU3HAYeHHA cnigdYnm ekcnepTmanm B MeMax
kpumiHanbHOro nposaaMeHHA.

Bumoru Ta npasuna

Ana BukoHaHHA ekcnepTHoro pocnigd¥eHHA pioHWM Heo6XiOQHO 3BepHyTUCA [0
YrnoBHoBaMeHoro BepxoBHoi Pagu YkpaiHu 3 npaB NoguHU i3 MMCbMOBUM 3BEPHEH-
HAM Ta HagaTu ¢poTo- Ta Bigeomarepianu ooTpumMyo4ucb Takux BUMOr:

3HanpgeHi 306parkeHHA
06nmM4y4a Ha ¢OoTo Ta Bigeo
MOMIOHEHUX MaKTb 6YTU YiT-
kumn ta akicHummn (He pos-
MUTUMMN Ta NpuaaTHUMKM Ona
BCTaHOBIEHHA iHOMBIOyanb-
HUX O3HaK 30BHiLIHOCTI).
AHanorivyHi BUMOIrm 3actoco-
BYIOTbCA 00 AKOCTI Bigeo Ta
cTonkagpiB 3 HLOTO.

Mpuknan HenpuaaTHOCTI
306paMieHHA HaBeOeHu
Ha ¢poTo 1i 2.




Akwo y kappi 3acdikcoBaHi pekinbka oci6, pipHMM HeobxigHO 4YiTKO BKasaTun, Aaky
came oco6y Heob6xigHO pgocniguTu (BkasaTu micue posTalyBaHHA y kagpi a6o o3Ha-
kn ogAary).

MopiBHANBLHI 3pa3skn (dhoTo BiMcbkoBocny¥60BUA 0O 3HMKHEHHA 6e3BiCTN) MalOTb
6yTn akicHi Ta 4iTki, iXx mae 6yTn Akomora 6Ginblwe Ta HancaiMiwi. O6NY4a oco-
61 B MOPIBHANbHUX 3paskax mMae 6yTn B ToOMy ¥ camMomy pakypci (Haxuni), Wo i
Ha 3HiMKky (Bigeosanuci).

Hanpuknap, akwo HapgaeTbcA npodinbHe 306parMkeHHA (06nmn44A noBepHyTe 60KoM
0o kamepwn), To HeO6XiOHO, LWO6 MOpPIiBHANbHE 306paMeHHA ByNno B TOMY ¥ pakypci.

Mpuknag HecniBCTaBHOCTI MopiBHIOBaHUX 306paMieHb HaBefeHwn Ha ¢oto 3-4
Ta 5-6.

3BEepHEHHA Ta MmaTepianu, Aki BignoeigatoTe BUMOram, MPOCUMO YSleHiB cimen
BilcbKoBOCNYH60BLIB HagcnnaTy Ha enekTPOHHY NOLWTY:
hotline@ombudsman.gov.ua

Micna BignoBigoHOI peecTpauii OaHi BincbKoBOCNYXOO0BLIB i3 OOTPUMAHHAM
BMMOTI 3akOHOOABCTBa NPO 3aXMUCT NepcoHanbHNUX OaHNX ckepoByBaTUMYTbCA
0o KHOICE gna 3mincHeHHA nopTpeTHoro (ekcnepTHoro) pocnigMeHHsa. Mpo
iX pesynbTaty poauyiB NoiHAOOPMYHOTb Yy BCTaHOBIIEHOMY 3aKkoHOOABCTBOM
nopApgky.

4YneHu ciM’i BincbkoBocny60BLA 3HMKNOro 6e3BicTM 3MOMyTb 3BEpTaTMCA
0o cnipgyoro HauioHanbHoi noniuii YkpaiHn/CBY, akuin 3gincHioe nocygose poschi-
nyBaHHA B kpuMiHanbHOMY npoBafMeHHi 3a doakToM 3HMKHEHHA 6e3BiCcTU (Nepeby-
BaHHA B MOJSIOHI) BiMcbkoBocny¥60BUA, i3 TakumKn pesynbTatamn Ta KonoTaHHAM
npo Npu3Ha4YeHHA BiQNOBIQHOI cynoBoi ekcnepTman ana ineHTudikauii ocobu Bin-
cbkoBocny»60BLA, BUCHOBKK Akoi 6yayTb cnyryBaTn oka3om MOro nepebyBaHHA
Yy NONOHi kpaiHu-arpecopa.
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Ak oauH i3 mexaHi3miB ana nowyky sHUknux 6e3BicTn

3aranom nuTaHHA po3wyky HanednTb 0o komneTeHuii HauyioHanbHOI noniuii Ykpa-
iHW, Cny6un 6e3nekn YkpaiHu, NeHepanbHoro wrtady 3CY (nowyk Ta penaTtpiauin
Tin), YnoBHoOBa)eHOro 3 NmMTaHb OCI6, 3HMKNINX 6e3BICTN 32 OCO6MNBUX O6CTaBUH
(HaABHa iHdopMauia nepebysBae B HauioHanbHOMY iHGOpMauUinHOMY 6OpPO Ta 0CO-
6uctomy ka6iHeTi HoopawuHauinHoro wTtady 3 NuUTaHb NoBoOMeHHA 3 BicbKOBO-
MOSIOHEHUMMW).

Tako ¥YnoBHoBaMeHnin BepxoBHOi Pagu YkpaiHu 3 npas NoguHKU Hanarogue
kaHan o6MiHy iHdopMaLieto 3 ynoBHOBaMeHOO 3 npaB nognHu Pd, y medax
fAkoro Bin6yBaeTbcA O6MiH NMCTaMu BiNCbKOBOMONOHEHNX, MPOBOANTLCA PO-
60Ta 3 BiQHOBNEHHA nepepadi Nocunok, OOCArHYTO OOMOBMNEHOCTI Npo Bif-
BidyBaHHA MiCUb yTPUMaHHA npencrtaBHMkamm odicy ynosHoBaMeHOi 3 npas
nogmnHn PO (3a nonepeHiMm norogKeHHAM 060X CTOPIH).

OpHak, cnipg BpaxoByBaTH, LLO pocincbka cTopoHa He 3aB¥au Hagae NoBHY iHdoOpP-
MaLilo Npo npoBepeHi 3axoau. 3a OTPMMAHHA OHOBMEHOI iHdopMauii wopno Bin-
CbKOBOMONOHEHNX — BOHa HaACUIAETbCA BCTAHOBNEHUM NopAaKomMm 0o KomMmneTeHT-
HUX OpraHiB OnA 3a6e3nedeHHA NOBHOTU OaHuX, AKi MoMyTb 6YyTN BMKOpUCTaHi nig
yac neperoBopHOro npouecy gepHasn YkpaiHa i3 npegctaBHMKamm kpaiHn-arpeco-
pa 3 MeToto NoBepHEHHA 3axXxMCHUHKIB i 3axUcHMLb YkpaiHu.

3BepTaemo yBary, Wwo y sunapky orpumaHHA iHcdopmauii npo BilicbkoBocnyM-
60BUiB, YNeHU IXHiX pPOAUH HEeranHo iH(popMYyIOTbCA.

4yui 6nusbki — He3akoHHO 3aTpuUMaHi UUBINbHI y P® a6o Ha TOT?
Hanneplue, YneHn poauH oci6, Aki 3HMKAN 6e3BiCTK 41 NOoTpanunM B NOMOH/CTanu

3apyYHukamm, MaroTb 3BEPHYTUCH i3 3aABOKO NMPO Po3Wyk ocobun, 3HMKMNOI 6e3BiCTn
3a 0Cco6MBMX 06CTaBMH, 0O BigNoBigHOro nigpo3aaniny HauioHanbHOT noniuii YkpaiHu.

0 800 50 02 02

pg.npu@police.gov.ua
(onAa enekTpPOHHUX 3BEPHEHb rPOMaaAH)

info@police.gov.ua
(3aranbHa enekTpoHHa rnowita)
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HauioHanbHe iHchbopMaulinHe 60po

16 48
+38 044 287 81 65 (O3BiHKW 3-3a KOPOOHY)
info@nib.gov.ua

MixkHapogHun KomiTeT YepBOHOro Xpecrta

0 800 300 155
kyi_kyiv@icrc.org

KHoopAauHaUinHMi WTa6
3 NUTaHb noBop¥eHHA 3 BilicbKOBONONOHEHUMM

0 800 300 529
koord@gur.gov.ua

O6’eqHaHni LeHTp 3 koopaunHauii nowyky Ta 3BiNbHEHHA
BincbkoBononoHeHux, He3akoHHO No36aBreHUX Boni Oci6
BHacnipok arpecii npotu Ykpaiuu npu Cny»6i 6e3nekun Ykpaiuu

044 32111 21

098 32111 21 (gna nosigomneHsb y Viber, WhatsApp)
067 650 83 32 (g4 nosigomrieHb B Telegram)
united_center@ssu.gov.ua

YnoBHoBaMeHUM 3 NUTaHb OCi6,
3HMKNNxX 6e3BiCTU 3a 0COGNNBUX O6CTABUH

16 98
pgmia@mvs.gov.ua

YnosHoBaxeHUn BepxoBHOi Pagu YkpaiHu 3 npaB NnioguHu

0 800 5017 20
+38 044 299 74 08
hotline@ombudsman.gov.ua

Y Bumnagky nmucbmMoBOi 3rogu 3aABHUKIB, HagaHoi CekpeTapiaTy

YnoBHoBaMeHoro BepxoBHOi Pagn YKpaiHu 3 npaB noguMHW, gaHi Npo oci6,
3HMKANMX 6e3BiCTU 3a OCOGMMBUX O6GCTaBUH, 6ynyTb cKepoBaHi pocincbkin
CTOpPOHI onA nepeBipkn dakTy nepebyBaHHA Takoi oco6u Ha TepuTopii PP
260 TMM4YacoBO okynoBaHi TepuTopii YkpaiHn.
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“chillMHI B iIHTEepHeTI”

OOHMM i3 cNOCO6iB BYMHEHHA LLIaxpancTea € “cpilulMHr B iHTepHeTI”, AknI nonarae
vy kpagi¥ui nepcoHanbHMX gaHMX 3a RONOMOro NifcTaBHUX Be6CanTIB.

CyTb hiWwWMHry nomnArae B TOMy, WO owykaHa oco6a noBigomnAe paHi Nnpo cebe
[O6pPOBINbHO. PaszoM i3 TMM, 3NOBMUCHUK y UbOMY BUNapgKky Bigirpae ponb Hi6GUTO
YMOBHOBaMEHOT 0CcO6M OepHaBHOro opraHy a6o énarofiiHoro ¢poHpy TOLLO.

Mig BMrnAgomM HagaHHA gepMaBHMX BUMNIAT a6o iHLWOT JOMOMOrM 3NOBMUCHUKN BU-
MaHIOKOTb rpoLi B rpomMagaH Tako WnNAaXom HanpaBneHHA NOBIOOMIIEHb.

3noBmMuUcHUkKN 3AiIACHIOTb po3cunky eneKTpoHHUX nNUCTIB, MNOBiAOMMNEHb
y MmeceHpMepax (Viber, Telegram, WhatsApp), nosigomMmrnieHb y couialbHUX mMmepe-
ax (Facebook), SMS-nosigomneHb, oe iH(POPMYyOTb NPO BUMNATY MaTepianbHOI
0onomoru.

Taki noBigomMneHHA MicTATb 3aknuk nepenTn 3a HagaHUMM rineprnocuUNaHHAM
Ha NeBHMIA Be6GCalT Ta 3anNOBHUTU nepcoHanbHi padi (M6, TenedoH, enekTpoH-
Hy appecy, pekBisantn 6GaHKkiBcbkux HKapTOK TOWO) ANA OTPUMaAHHA rpoOLUOBOI
AOMOMOrH.

MicnAa uboro waxpai oTPUMYIOTb NepepaHi 0co60l0 NepcoHasnbHi AaHi Ta NpuB-
NacHIOKTb cO6i kowTun.

LLlo6 He cTaTn MepTBOK 3NOBMUCHUKIB — yBaMHO CTaBTeCb OO OTpuUMa-
HUX MoBigOMMeHb. ¥ pasi iX HagxogMeHHA — He BipkpuBanTe nigospini
MNOCUNAaHHA.
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noniuencobki OHiNponeTpoBLWUHU 3aTpuManun xakepa

HKi6epnoniuencoki Bukpunun 25-pivHoro mewkaHua OHiNponeTpoBLWNHU, AKNUIA
3namaB 6nm3bko 10 TucAY enekTpoOHHNUX NoWTOBUX CKPUHBLOK rpomansaH ona
BuKpapeHHsa i npogay NnepcoHanbHUX Ta chiHAHCOBUX AAaHUX NOTepninunx.

3 nodaTtky 2024 poky 4onoBik 3a gornomorot BripoBagMeHHA wWwkignmeoro
nporpamHoro kogy (tak 3BaHi SQL-iH’ekuii) anamyBaB cepBepu pi3HOMaHIT-
HUX Be6pecypciB, 30kpema canTiB 3HaMOMCTB, Ta oTpumyBaB cnucku enek-
TPOHHMX nowT kopuctyBadiB, 00 AkuMx Hapgani 3gincHoBaB NipoSip naponsa
i3 3acTOoCyBaHHAM cnevianbHOro NPOrpamMHoOro 3a6esneyeHHs.

Hapani 3noBMMUCHUK 3[0iNcHIOBaB BXig 00 ckomnpomeToBaHUX akayHTiB Ko-
pucTyBadis, Aki He 6ynun 3axuweHi pBocdhakTopHO aBTeHTUddiIkauiero. ¥V Ta-
knin cnoci6 xakep oTpumyBaB iHpopMaLito, Heo6XigHY OnA QocTyny Oo Kpun-
TOoramaHuiB »epTB i NpUBACHIOBaB iX BipTyanbHi akTneu. 3 “BignpauboBaHUX”
akayHTiB 3noBMMCcHUK doopmyBaB 6a3n gaHuUX ana npopary B QapKHeTI.

HKi6epnoniuelcbki BcTaHoBUNM 6nusbko 10 o6nikoBux 3anuciB cirypaHTa Ha
pisHNX xakepcbknx popymax, 4yactmHa 3 Akux aaMiHiCTpyeTbCA 3 PO.

CneHroBa HasBa Takoro metomny 3namy, Akun BumkopuctoByBaB xakep, — 6pyT-
dopc (Big aHrn. brute force — rpy6a cuna).
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o6 He ctaTtu M¥epTBOoto kiGepanoBmMmucHukiB Heo6xipHO yBaMHO CTaBUTUCH O
enekTpoHHMX nuUcTiB Big He3HaMoMuUX agpecartiB, NOoBigoOMJIeHb Yy MeceHpMepax
(Viber, Telegram, WhatsApp) 3 HeBipoMnx HomepiB TenedoHiB, a Takox nosigo-
MIeHb y couianbHuUX Mmepexax (Facebook) Big He3HanomMunx kopncTtyBadib.

¥ pasi ix HapxoaMeHHA, He BigkpuBaTu Nino3pini nocunaHHA Ta He 3aBaHTaMyBa-
v BknapeHi dbannu (Hanpuknap, apxieu).

LLlo6 BGeperTn cBOi nMepcoHanbHi OaHi, pekoMmeHOyeTbCA 3pO6UTU pe3sepB-
Hi konii pokymeHTiB, ¢poTo, TenecdoHHOi kHUrKn, aki Heo6xigHO 36epiraTu
Ha 3axuLieHOMY a60 HeOCTYNMHOMY AJIA CTOPOHHIX Oci6 Hocii iHdopMmauii.

HKpiMm TOro, OouinNnbHO BUNMUCATU HOMEPU TenedoHIB HaNGNMMKYMX YIEeHIB POOUHMN.
Lle ponomoMe He BTpaTtuUTU 3B’A30K, HaBiTb AKWO 6yde BTpadyeHO HKOHTponb Hafg
NPUCTPOEM.

HapinHi naponi.

Maponi € oCHOBOIO LMNAPOBOI 6e3nekn, ToMy ONnAa HaginHOro 3axmcTy BaMk-
NMBO CTBOpPIOBATU cknagHi Ta yHikanbHi naponi.

JNiueH3inHe nporpamMmHe 3a6e3rneYeHHsA.

BukopuctoBynTe niueH3inHe nporpamMmHe 3a6esnedyeHHA, ockinbkn 3aBaH-
TareHe 3 CyMHiBHUX Be6CanTiB nporpamHe 3ab6esrnedeHHa Moxe MIiCTUTKU
B CO6i Bipycwm.

He BukopucToBynTe nporpamMHe 3abe3rie4eHHA, po3pobrieHe kpaiHoro-
arpecopom.

AHTUBIpYyCHa nporpama.

BcTaHOBITbL Ta perynapHO OHOBMIONTE HaQiNHY aHTUBIPYCHY Nporpamy.
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noniuencbki MUTOMUPLLMHM OrONIOCUIIU NiO3pPY OCOGI,
aka HaXkmnBanaca Ha gonomo3si nopaHeHUM BOiHaM

HKiéepnoniuia Bukpuna 42-piyHoro mewkaHuAa o6nacHoOro LeHTpy, akuin pos-
MiwyBaB y couianbHiin mepexi cenkoBi oronoweHHA Npo 36ip rpowen Ha
ponomory 3axucHukam i 3axucHuuam Ykpainm, aki noctpaspanu Big Oin
kpaiHun-arpecopa.

Y CcTBOpeHux npotAarom 2023-2024 pokiB ponucax dirypaHT po3millyBaB
doTo peanbHOi ykpaiHcbkoi BincbkoBOi, koTpa 3axuuwae Hawy pepaBy.
Mopy\ i3 Heto — poTo iHWOI RiBYMHM 3 amnyToBaHuMU kiHuiBkamu, aka Ha-
cnpaeai BTpatuna ix we B 2021 poui B pesynbTaTi HewacHoro sunagky Ha
sanisHuui. [i pigHi cnpasni npopoBkyoTh 36UpaT KowTu i Ha pea6iniTa-
uito. Mpu UboMy, Yy OOMNMCI Waxpali NOBIQOMIIAB, WO Ha NepLliomMy 1 opyromy
doTo — came BiNnCcbkoBa, Aka HIGBUTO 6yna NopaHeHa Ha BilHi.

Bupatoum cebe 3a 6naroginHmnka, 3NoBMUCHUK NPOCMB CKUHYTM KOWTK HiGK-
TO Ha NnikyBaHHA Ta NpoTe3dyBaHHA BiNCbKOBOI Ha MiOKOHTPONbHI Momy 6aH-
kiBcbki KapTkn. 3a nonepepgHiMy gaHMMK, irypaHT y Takmin cnoci6é owy-
kaB pecATkn oci6. 3aranbHa cyma 36utkiB ctaHOBUTb 6nm3bko 300 TucAd
rpyUBeHb.
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pekomeHpauii Big KiGepnoniuii, Ak He cTaTn }epTBOIO WIaxXpaiB

Laxpai weugko “BnoBunn” TpeHn i nodanu BmaaBaTn ce6e 3a BONOHTePIB abo  Ha-
BiTb WiNi 6naroginHi dooHAM 1 opraxisauii, abu NpMBNacHUTU OOHATWU ANA 3aXUCHU-
kiB i 3axmncHuub YkpaiHu.

3Baxkatodn Ha ue, BapTo 060B’A3KOBO nMepekoHaTncA, wWo ony6nikoBaHa iH-
cdopmauia posmiweHa cnpaB¥HiMm ykpaiHcbkMM BOiHOM, BOMOHTEPOM a6o
6narofiHoO opraHisaui€ero, a He waxpaaMu. Oco6nnBo, AKLLO BN He 3HaeTe
aBToOpa Aonucy oco6ucTo.

B iHwMnx Bunagkax ona nepesipku Takoro 36opy 3AiMCHITL HacTynHi kpoku:

NonpocCiTb 3BiTK 3a NonepenHi nepioan Ta 36o0pu;

pisHanTecAa 6inblle Npo L OCOoB6Yy 4M BOMOHTepa, 30kpema, 4m cniBnpautoTb
BOHM 3 BiOQOMMWMM opraHisauiamu, nyéniyHMmMu ocobamu. ¥ Takomy Bunagky Ha odi-
LinHMX cTopiHkax BiONMOBiOHMX opraHisauin Ta iHdnoeHcepiB Mae Tako¥ GyTN iH-
copmauia Npo cninbHy QiANbHICTb;

4M € B HUX Haropoam a6o Bia3Haky 3a gonomory Ta Biarykn npo gianbHIiCTb;

4M BUCBITNEHa po6oTa BOMIOHTEpa abo npmBaTHOI 0OCO6M B iHOopMaLimHOMY Mori;

ckopucTtanTtecsa cepBicom nowyky 3o6paMeHb B Google gna nepesBipku doTorpa-
in Ta chkpiHwoTiB gokyMmeHTIiB Mig 360poM — Lwaxpai, 3a3Bnyan, BUKOPUCTOBYOTb

BKkpapgeHi Yyi doTo y cBOiIX NpodinAx;

nepesipTe cnpaB¥HICTb MOCBiAYEeHHA BOMOHTEpa, 3B’A3aBLUNCL 3 OpraHisauieto,
fAka Bngana gokyMeHT.

Akwo npeTbcA NPo NpuBaTHY OCO6Y, cnif Ai3HaTUCA, YOMY BOHA He 3apeecTpo-
BaHa Ak BONOHTEp.

e Q\
N
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BUKPUTO 3MTI0OMMHHE YrpynoBaHHA

Moniuencebki NPUAMHUAKX [IANBHICTL OpraHi3oBaHOi 3NOYUHHOI rpPynn, y4acHuku
Akoi “npogasanu” B iHTepHeTi HeicHylodi ApoHU Ta aBTiBkn anAa BiicbkoBocnyM-
6oBLiB 3CY. BCTaHOBNEHO 67 eni3ofiB 3MO04YMHHOI AOiANbHOCTI WaxpaiB. BocbMepo
3noBMUCHUKIB 3aTpuMaHi B Mexax MidHapogHoi cneyonepadii Ha TepuTopii Mon-
poBu. BoHu owykyBanu BOiHIB i YneHiB iXHiIX poauH 3 2023 poky.

MpPaBOOXOPOHLi BCTAaHOBWU, WO OO0 CKOEHHA 3M04YMHIB NpUYeTHIi oco6u Bikom BIifg
17 po 46 pokiB. OpraHisyBaB 3M0MMHHY RiANbHICTb 34-piyHUN ypopMeHeub PP,
Akun posnopinue Mix cninbHMkamu “o60B’A3KkK”, 30kpema cTBOpeHHA chenkoBux
oronolweHb Ha nonynapHMx mapketnneicax i peknamHy kamnaHito ona npocyBaH-
HA CBOIX “nocnyr” B iHTepHeETI.

3noBMUCHMKNM po3MillyBanu orosiowleHHA npo npopa¥ asTiBok pana 3CY
3a NpuUBaGNUBUMMU LiHAMWU. 3 MOTeHUIiMHMMUK nokynuAamun dirypaHTn cninkysanu-
CA B ogHOMY 3 MeceHOMepiB i QOMOBMAANUCL NPO NepennnaTty 3a NpuUroH aeTiBKKU
3-3a kopgoHy a6o npuab6aHHA OPOHiIB.

3noBMUCHUKKM BUMaranu Big notepninux gokymMmeHTanbHo NigTBEpAUTU CBOIO NpU-
HaneMHicTb Ao 3CY a60 BonoHTepcbkoi pianbHocTi. Oani, oTpuMaBLWM Big HUX
kowTn, adbepucTn HacMmixannucb 3 NOTEPNINMX, BUCOBIOBAaNM racna Ha nigTpumky
P®, Buoananm nucTtyBaHHA Ta 6nokyBann 3aMmoBHUKIB, He BUKOHYO4YN 3060B’A3aHb.

Moniyencobki B meMax mMi¥HapogHoro cniBpo6iTHMLUTBa NpoBenn 23 o6wykn Ha Te-
puTopii Monpgosu Ta 13 — B Opgecbkin i [IHinponeTpoBCchKin o6nacTax 3a agpecamu
npo¥mnBaHHA Ta B TPAHCMNOPTHUX 3acob6ax dirypaHTiB. MonepegHAa cyma 36uUTkiB
nepesunLLy€E 46 MiNbAOHIB rPUBEHDb.
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Ockinbku ui cTpyktypn € odilinHO 3apeecTpoBaHUMM, MNEPEBIPUTU X 3 OOHOrO
60Ky geulo npocTilwe, a 3 iHWoro — waxpasam Tex He Baxko npukputmnca BipoMmumn
Ha3BaMu M iMeHaMu OnAa CBOET 3NOYUNHHOI OiANbHOCTI.

OTe, Wo6 nepekoHatuca, Wo 6GnarofinHMin doHO 4M rpomapcbka opraHisauin
cnpaBMHi, pekomeHpyeTbcA 3po6uTn Taki kpoku:

rnepesipTe iXHE YNEeHCTBO B NpodpecinHux acouiauiax, Hanpuknag B Acouiauii
6narofinHunkie YkpaiHu;

!_El [=]
e 'j vboabu.org.ua
[=]

3’ACYNTE, YN Mae BD a6o MO disnyHy NPUCYTHICTb (odic, AiNCHI HoOMepu Tenedo-
HiB) Ta NepcoHarn;

MonpociTb BiOOMOCTi NPO 3aCHOBHMHKIB Ta 3BiTHICTb 3a nonepenHi pokn — ue ny-
6niyHa iHopmauia, Aka mae 6yTn y BiNbHOMY OOCTyNi. BioCyTHICTb Taknx gaHmx
nigBuLLye BipOrigHiCTb TOro, WO BU HaTpanunm Ha Lwaxpais;

pisHanTeca Npo cniBnpauto 3 BioOMMMM OpraHisauiaMmm, BONOHTEpaMK Ta ny6.iy-
HUMW oco6amu;

rnepeBipTe HaABHICTb Bia3Hak Ta Biarykis npo po6oTy;
BCTaHOBITb, 41 3apy4anmca bd a6o Mo nigTpmumMKoto 3 60ky Ny6nivyHUX OCI6;
rnepesipTe iXHIO NPUCYTHICTb B iHpopMaLinHoOMy noni;

ckopucTtanTteca cepsicom nowyky 3o6paMeHb y Google, Ak i y Bunagky 3 nepe-
BipKOIO NpumBaTHOI OCO6M Y1 BOSTIOHTEpPA.

Okpim uboro, He pekomeHayemo BBOAUTU NOBHI AaHi 6aHkiBcbkoi kapTkn (TepmiH

pii, CVV-kopn) npu 3pincHeHHi no¥kepTB — Balwa nnaTidHa iHdopmauia moe no-
TpanuTn 0o Waxpais.
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npoTuaia iHtepHeT-henkam Ta BopoMkin nponaraHgi

3a nipTpumkn Kiéepnoniuii BonoHTepu cteopunu npoekTt “Brama” gona npo-
TMAIT ocepenkam iHTepHeT-denkiB Ta BOopoHOi NnponaraHam, a Tako nigsu-
LLeHHA MefdiarpaMoTHOCTI HaceneHHs.

[AdeTtanbHile npo npoekTt
stopfraud.gov.ua

MpomagAaHn MOMYTb HanpasnATU Yy MPOEKT NnocunaHHA Ha aMepena 3aNOBMUCHOro
KoHTeHTY. Lle MoMyTb 6yTn Ak okpemi Bigeo Ta gonucu, Tak i akayHTun, WO nopyLuy-
10Tb NpaBunia OHMNamH-NNaTopM, MoLNpIoYX BOpOMi HapaTueK, OesiHdopmauito
ToLwoO.

MopepaTopmn-BONOHTEPU NepPeBipAOTb HagicnaHi 3aaBkn Ha 6nokyBaHHA. AKLLO iH-
hopmauia nigTBepoMkyeTbCA, BOHM KoopauHytoTb Oii manke 150 TucaY yyYacHukis
npoekTy 3 HanpaBneHHA ckapr po agmiHicTpauin BigNoBiQHNX couianbHUX MepeXk
anAa 6nokyBaHHA BopoM<oro pecypcy.

BopgHo4ac, nognHa moxke 6e3 pusnky ona ceb6e OonyyYnTucA A0 HagcunaHHA ckapr
Ha OMeperna NpoTUNPaBHOro KOHTEHTY, BUABIEHI iHWNMN KopucTyBadYamm.

HeobxigHO 3ayBaMWUTU, WO OCTATOYHE pilleHHA Mpo 6noKyBaHHA TOrMO YW iHLIO-
ro oxepena npunmMmaeTbcA agMiHicTpauieo couianbHOi Mepexki abo MeceHoMepa.
TomMy 4YMM 6Ginblie 6yae HapicnaHo ckapr, TUM Ginbla MMOBIPHICTb, WO AMepeno
HenpuMHATHOro KOHTeHTy 6yne 3a6nokoBaHo.

| ==

Ki6ep Bpama
TeosA Miub B iHTEpHeTI



http://stopfraud.gov.ua
http://stopfraud.com.ua

ue nepesipka iHbopmauii Ta hakTyekiHr

B ymoBax Ki6epBiniHM 3nOBMUCHMKM cnoTBOploloTb HOBUHU Ta dakTn ana pocar-
HEeHHA BNacHMUX uinen. LLIo6 He cTaTu ¥epTBOtO NponaraHan 4u waxpais, HeO6XigHO
nepekoHyBaTUCA B OOCTOBIPHOCTI iHdopMaduii. ¥ ubomy KoHTeKcTi nepeBipka dak-
TiB a6o hakTyekiHr cTae He3aMiHHUM IHCTPYMEHTOM.

dakTyekiHr — ue npouec nepeBipkn gocToBipHOCTI dakTiB, iHopMmauii Ta
TBepOMEHb, Aki nowmnplooTbcA B 3MI, couianbHUX Mepexkax Ta iHWnUX megin-
HUX oXepenax.

Llein iHCTpYMeHT BUKOpUCTOBYETbCA ANA:

BUABMIEHHA HeMnpaBaMBOi iHopMauii Ta cnpocTyBaHHA dhenkoBUX HOBUH, Npona-
raHou Ta gesiHdopmauii;

nioTeepnMMeHHA OOCTOBIPHOCTI iHopMmauii gna gonomorn ntogAmM Yy MPUAHATTI
O6r'pyHTOBaAHUX pilleHb HA OCHOBI dhakTiB;

nigaBULWLEHHA PiBHA NPO30pOCTi MedianpocTopy.

3 po3BUTKOM iHTepHeTy 3’'ABUNIacA MOMIUBICTb MacoBoro i aye wsugkoro pos-
noscroa¥eHHA iHpopmauii 6e3 nepesipku ii gocToBipHOCTI. Lle npn3Beno 0o noasu
cdeinkoBMX HOBMH, MaHINYNATUBHUX CcTaTeil Ta cnoTBopeHux cakTis, LLO 0CO6NMBO
He6e3rne4yHo B yMOBax MOBHOMACLUTA6HOI BiMHW 3 Pocieto.

OKkpim uUbOro, 3i 3poCTaHHAM BMMUBY couianbHUX Mepex 3arocTpunaca npoénema
“iHdpopmMaLninHMx 6ynb6awok”, konu nogn oTtodeHi nuuwe iHopmadieto, Aka nig-
TBepaMyeE iXHi BNacHi nornagm ta nepekoHaHHA.

Lle ABMLwWEe MoMe cTBOptOBaTH iNtO3it0 ogHakoBOro MUCNEHHA B rpyni niogen i npu-

3BOAMUTU OO0 i30M1IbOBAHOCTI Bif iHWNX NOrNAQIB, 3MEHLUIEHHA PiSBHOMaHITHOCTI OyMok
Ta HaBiTb 3arocTpeHHA KoHNiKTIB.
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Mpu uboMy, NOON CXUNbHI CTBOPIOBATU HaBkoso cebe “iHpopmaLlinHi 6ynb6allkn’:
6nokyoTb y coumepexdax a6o He cnpuiiMmaloTb KOHTeHT, Aknin He BignoBigae IXHIM
ynono6aHHAM.

Tako BOHM aKTMBHIiLLe pearytoTb i NOWMPIOTL Te, WO BignoBigae iXxHiM iHTepecam
i emouiaM. Anroputmmn coumepex nignawToByoTbCA Mig Taki 6aMaHHA kopucTyBsa-
4iB i 3 Yacom B3arani nepecTarTb NMPOMNOHYBaTWN B CTPIYLi anbTepHATUBHI nornAagu.
Tak, noguBmBwuck kinbka pasiB neBHMin koHTeHT (Hanpuknag, npopociicbki HO-
BMHMU), anropuTMu Hapani akTuBHilWe NponoHyBaTUMyTb came Taky iHchopmauito.

®denkoBi HOBUHM NOLWUPKOIOTbLCA, 30kpema, Woao 06MiHiB, BiNCbKOBOMONOHEHUX Ta
3HUKNNX 6e3BiCcTU YKpaiHCbKkNX 3axMCHUKIB i 3axMCHUUL YKpaiHw.

Tak, uboro poky P® nowwnpuna y coumeperax takunm skua. MpeTbcAa npo sukna-
AeHi cnucku ykpaiHcbkux BincbkoBononoHeHux, akux YkpaiHa Hi6uTo “He 6aykae”
3a6upartu. Lle imeHa Ta npi3BuLa peanbHUX ntogen, aki nepebyBatoTb Yy pocincbko-
MYy MonoHi. MpoTe pocincbka cTopoHa He MnponoHyBana ui cnuckm gnAa o6MmiHy,
a HaBMUCHO ony6nikyBana ix y couianbHMX MepeMax, Wob po3dypxaTn emouii pig-
HUX BiNnCbKOBOMONOHEHUX i puckpenunTyBaTu Oii ykpaiHCbknx gepMaBHUX OpraHiB.

Came TOMy Heo6XigHO nepeBipATU BClo iHopmauito, Aka NOWMNPIOETBCA Y CoLi-
anbHux mepeMax. A Takox nam’atatn, wWo HKoMeH kpok PP mae cBoto KOHKpeTHy
METY.

BanMBO HaronocuTHu, WO Npouec WOoAo NoBepHeHHA ykpaiHuiB gopomy TpuBae
koM<Horo gHa.

Hopuctynteca nepwopMepenamu nig 4ac nepesipkn iHdopMauii, 3BipAnTecA
3 odhilinHMMK pecypcamun. He nowwuplonTe BigomocTi, Aoku He BneBHUNMUCA Yy iX
AOCTOBIPHOCTI.

MepesBipanTe ¢poTo Ta Bigeo Ha aBTEHTUYHICTb. [11A Uboro, 3okpema, moMHa cko-
puctatucb cepsicoMm nowyky 3o06parxeHb Google. Yacto pesiHdopmaTopu Ta
waxpai BMkopucToBylOTb BigpeparoBaHi poTto gna intocTpauii cBoix denkosnx
nyénikavin.

3’'AcynTe, YU He BHECEHO NeBHUW pecypc LleHTpom npoTtufii pesiHdopmauii ym
Cnyx60t0 6e3nekn YkpaiHnm po cnucky iHCTpymMeHTiB nowunpeHHA BopoMoi pges-
iHcbopmauii.

Crincok iHCTPYMEHTIB noLunpeHHA BopoMoi fesiHpopmadlii
cpd.gov.ua/reports/spysok-instrumentiv-poshyrennya-vorozhoyi-dezinformacziyi

Bukopucrosyinrte pecypc “HKiéep Bpama”. Mnatdopma MIiCTUTb NpakTu4Hi peko-
MeHOauii Ta iIHCTPYMeHTU Ana 3axucTy Bin kibepaarpos, denkie i gesiHdopmauii.
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OmM6yacMaH YkpaiHu
Ombudsman of Ukraine

MapAaya niHia YnoBHoBaMeHOro
BepxoBHOi Pagun YkpaiHn 3 npaB NnognHu:
0800 50 17 20
hotline@ombudsman.gov.ua

KIBEP
noniuia

HALIIOHANbHA NONILIA
YKPAIHN

0800 50 51 70
(TenegoH a5na goBiaok 3a enekTPOHHUMUN 3BEPHEHHAMMU,
BignpaBreHUMy 4epe3 hopMy 3BOPOTHLOIO 3B°’A3KY
ticket.cyberpolice.gov.ua)
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